LAB - Implementation Basic Configuration
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LAB Objective:

- Build the network and configuration basic Firewall PaloAlto
- Configuration Policies at Firewalls PaloAlto:
o Desktop-01 can ping to Server success.
o Desktop-01 can ssh to Server success




Detail information

ZONE: Servers

List Device Interface P
IP: 10.1.1.2/24
Desktop-01 Ethernet 1 GW:101.1.1
IP:172.16.1.2/24
Server Ethernet 1 GW: 172.16.1.1
MGMT 192.168.1.1/24
Ethernet 1/1
Firewall PaloAlto ZONE: Clients 10.1.1.1/24
Ethernet %

172.16.1.1/24

Web_MGMT

Ethernet 1

IP:192.168.1.2/24
GW:192.168.1.1

Guild Step-by-Step:

Step 1: Turn on Lab Device

Menu > Setup Nodes > Start all nodes
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Step 2: Verify status of devices, Device need have “Blue” color as picture

- Double click into “Desktop-01” and add the desired ip (table ip)

B QEMU (Web_MGMT)

Search Network Connections

[a mm s m me T

Titem 1 item selected

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your netwark sy
this capablity, Otherwise, you need to ask your network adminis
for the appropriate IP settings,

() Obtain an IP address autematically
(@) Use the following IP address:

=it

1P address: [192.188, 1 . 2|}
Subnet mask: [ 255 . 255.255. o [|E
Default gateway: |192.188. 1 . 1|8
£

Obtain server address adtom ¥ -

i

(®) Use the following DNS server addresses:
Preferred DNS server: |

Alternate DNS server: |

[[validate settings upon exit Ak

Talk to Cortana
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=> So, you can see Desktop have IP as requirement

step 4: verify configuration of “Server”

Login information
Username: administrator / Password: Test123

B cEMU (Server)

& <« All Control Panel ltems » Network Connections » v O

Disable this network device Diagnose this connection

Internet Protocol Version 4 (TCP/IPv4] Properties

General

You can get IP settings assigned automatically if your netwark suppor
this capability, Otherwise, you need to ask your network administratol
for the appropriate IP settings.

(7) Obtain an IP address automatically

(@) Use the following IP address:
1P address: \@
Subnet mask: {m
Default gateway: ‘1?’?6171

(@) Use the following DNS server addresses;
Preferred DNS server: ‘ . . . |

Alternate DNS server: ‘ ; ‘ ¢ |

[ validate settings upon exit AT

Type command: “ipconfig”

=>» So, you can see Server have IP as requirement
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>>>>> Confiquration PaloAlto via CLI <<<<<

Step 4: access into Paloalto’s CLI
Username: admin
Password: admin

When you login success into firewall Paloalto via CLI, Device request you must be change admin
password as following.

TERMINAL
* PaloAlto =

3.10.86-9.0.9.0.55 on an x86_b64

:>" to mak
lated t code

ycode>’ to me it known.

vm login:

vm login: admin
Password:
Enter old passuord

You should be take note <<password>>. You need it for login with Firewalls PaloAlto via GUI.

! PaloAlto =

60/serinf).

atkbd serio®: Use 'setkeycodes 00 <keycode>’ to make it knoun.

atkbd serio®: Unknown key released (translated set &, code @x0 on isa@@60/seriod
]

atkbd serio®: Use ’setkeycodes 00 <keycode>’ to make it knoun.

vm login:

um login: admin
Password:

Enter old password
Enter new password
Confirm pagssword
Password changed

Mumber of failed attempts since last successful login: O

Harning: Your device iz still configured with the default admin account credenti
als. Please change your pazsword prior to deployment.
adminePA-UM> _
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Buwdc 5: set IP MGMT PaloAlto Firewall

Command Detail
admin@PA-VM> // User mode

admin@PA-VM> configure // moving to configuration mode
admin@PA-UM> configure
Entering configuration mode
[edit]
admin@GPA-UMIE _

admin@PA-VM# set deviceconfig system type // change mode from DHCP Client to Static
static

adminPPA-UMHt set deviceconfig system type static

[edit]

adminBPPAa-UMH
admin@PA-VM# set device config system ip- // Set IP Address for Interface MGMT
address 192.168.1.1 netmask 255.255.255.0

admin@PA-UMHt set deviceconfig system ip-address 192.168.1.1 netmask 2Z255.255.255.

)

[edit]

admin@PA-UME _

admin@PA-VM# commit // apply configuration to running-config.xml

adminBPA-UMHE commit

Commit jc iz in progress. Use Ctrl+C to return to command prompt
....... 2987, ... ..., 100
Configuration committed successfully

[edit]
admin@PPa-UMi

>>>>> Confiquration PaloAlto firewall via GUI <<<<<

Budrc 6:

- Double-click “Web_MGMT”

]

P Wab MGMT

1.2

[e)
T
192.168.1.0/24

- Login into Firewall GUI via Web browser with address as following:

https.//192.168.1.1
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- When you access by https into device have a issue with certification, we need bypass it. Select
“Advanced

@ Privacy error x  +

<« C A Notsecure | 192.168.1.1

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.1 (for
example, passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

- click “proceed to 192.168.1.1 (unsafe)”

Hide advanced Back to safety

This server could not prove that it is 192.168.1.1; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to 192.168.1.1 (unsafe)
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- This is login page into PaloAlto Firewalls via GUI

X+

@ =

s
P
L3

tsetum | 192.168. 1 1/phnfioginphy %

NETWORKS

M2 paloalto

u

Password

Step 7: Login into firewall with <<password>> you have changed at “step4”

paloalto

NETWORKS?®

Username

Password ‘ ........

- click “login”, and waiting here

paloalto

NETWORKS*®

Creating administrative session. Please wait...
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- and you can see Web Interface of Paloalto as picture
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- check “Do not show again” > click “Close”

[ x 4 -
« © A Notsecure | 192.168.1.1/7# dashbosrd :veys] * @
M0 paloalto
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